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Faronics Core provides enterprise deployment and management capabilities for Faronics’
software solutions.

Important Information
Technical Support
Definition of Terms
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Important Information

This section contains important information about your Faronics Product.

About Faronics

Faronics delivers market-leading solutions that help manage, simplify, and secure complex IT
environments. Our products ensure 100% machine availability, and have dramatically impacted
the day-to-day lives of thousands of information technology professionals. Fueled by a
market-centric focus, Faronics’ technology innovations benefit educational institutions, health
care facilities, libraries, government organizations, and corporations.

Product Documentation
The following documents form the Faronics Core documentation set:
« Faronics Core User Guide — This document guides you how to use the product.

o Faronics Core Release Notes — This document lists the new features and known issues and
closed issues.

« Faronics Core readme.txt — This document will guide you through the installation process.

Faronics Core User Guide



Technical Support

Technical Support

Every effort has been made to design this software for ease of use and to be problem free. If

problems are encountered, contact Technical Support

Email: support@faronics.com
Phone: 800-943-6422 or 604-637-3333

Hours: 7:00am to 5:00pm (Pacific Time)

Contact Information

+  Web: www.faronics.com

o Email: sales@faronics.com

+ Phone: 800-943-6422 or 604-637-3333

+ Fax: 800-943-6488 or 604-637-8188

« Hours: 7:00am to 5:00pm (Pacific Time)

« Address: Faronics Technologies USA Inc.
2411 Old Crow Canyon Road, Suite 170
San Ramon, CA 94583
USA

Faronics Corporation
609 Granville Street, Suite 620
Vancouver, BC V7Y 1G5

Canada

Faronics Core User Guide
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Definition of Terms

Term Definition

Core Console The user interface used to manage and monitor Core Servers and
workstations.

Core Database The database stores the workstation list.

Core Agent The Core Agent, that is installed on the workstation, enables
communication between the workstation and the Core Server.

Faronics Core Faronics Core consists of the Core Server, Core Console, Core Database and
the Core Agent.

Loadin A Product Loadin is a software library that adds new product-specific
functionality to Faronics Core.

MAC A Media Access Control address (MAC address) or Ethernet Hardware
Address (EHA), hardware address, adapter address or physical address is a
quasi-unique identifier assigned to most network adapters or network
interface cards (NICs) by the manufacturer for identification. If assigned by
the manufacturer, a MAC address usually encodes the manufacturer's
registered identification number.

UAC User Account Control (UAC) is a technology and security infrastructure
introduced with Microsoft's Windows Vista operating system. It aims to
improve the security of Microsoft Windows by limiting application software
to standard user privileges until an administrator authorizes an increase in
privilege level.

Wake-on-LAN  Wake-on-LAN (WOL) is an Ethernet computer networking standard that
allows a computer to be turned on or woken up remotely by a network
message.

Faronics Core User Guide
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Introduction

This chapter introduces the concept of Faronics Core, its components and system requirements.

Topics

Faronics Core Overview

System Requirements
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Faronics Core Overview

About Faronics Core

Faronics Core User Guide

Faronics Core provides enterprise deployment and management capabilities for Faronics’
software solutions. Faronics Core also allows the monitoring and management of multiple
workstations from a central location. Faronics Core displays the current status of managed
workstations and allows commands to be applied to one or more of those workstations. Faronics
Core’s basic functionality is extended by installing Product Loadins. These Loadins extend the
functionality of Faronics Core with product-specific status, actions and reports.

Faronics Core has the following components:

« Core Console (UI Tier) — The user interface used to manage and monitor Core Servers and
workstations. A single instance of Core Console can connect to multiple Core Servers.

« Core Server (Logic Tier) — The management of workstations, processing of tasks and
communication between Core Console and workstations is done by the Core Server.

» Core Database (Data Tier) — The database stores the workstation list and information about
the workstation.

« Core Agent — The Core Agent, that is installed on the workstation, enables communication
between the workstation and the Core Server

The following diagrams represents the various layers in Faronics Core:

UITIER CORE CONSOLE

LOGICTIER CORE SERVER

DATA TIER CORE DATABASE

There are separate communication paths from Core Console to the Core Server, and from Core
Server to the Core Agent.

Establishing the Core Console to Core Server connection is covered in the section of this guide
titled: Connecting to a Core Server.

Establishing the Core Agent to Core Server communication is covered in the section of this guide
titled: Core Agent Installer.
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Elements of Core Server and Core Database

The following table explains what is stored on Core Server and Core Database:

Core Server Core Database

Action Behavior Workstation list

Custom Workstation Groups Core Agent information

Scheduled Tasks IP, MAC address, Domain, and Subnet
History Operating System on each workstation
LDAP credentials Users and Roles

The following diagram represents the elements within Faronics Core:

A

. . WORKSTATION
YOCIC TIER CORE SERVER

> corencenT |
DATA TIER

About Product Loadins

Faronics Core implements basic management functionality. Its primary role is to serve as a
common platform for the management of other Faronics products. This is accomplished through
the installation of Product Loadins. A Product Loadin is a software library that adds new
product-specific functionality to Faronics Core.

Products that use Faronics Core consist of two main components: Product Loadin and workstation
component. The workstation component will be the actual product-specific features installed on
the workstation. The Product Loadin will be installed only on the Core Server and allows you to
manage the Product Loadins installed on the various workstations.

The product-specific functionality added by a Product Loadin can extend Faronics Core’s basic
functionality in four ways:

« Properties Tabs

The Properties window is invoked by right-clicking on the main Core Console node and
selecting Properties. Loadins can add new tabs to this window for general product
configuration.

Faronics Core User Guide
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o Workstation Columns

Product Loadins add new status columns in the main workstation pane. Values for these
columns become populated with specific data by the workstations that have that product
installed.

e Actions

Product Loadins add new product-specific actions that can be performed on selected
workstations.

+ Reports

Product Loadins add the ability to generate reports compiled from the data reported to the
database by the workstations. These generated reports appear under the Reports node in the
Console Tree pane.

Faronics Core can host multiple Product Loadins at the same time and can manage all products
concurrently.

For more information on installing and uninstalling a particular Product Loadin refer to the
documentation for the specific Product Loadin.

The following diagram represents Faronics Core with Loadins installed:

UITIER CORE CONSOLE

LOADINS WORKSTATION

@ LOADIN AGENTS
7Y R

CORE SERVER

TASK MANAGER

LOGICTIER

Y
DATA TIER CORE DATABASE
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When Core Console is launched, it is displayed as follows:

(&) Faronics Core Console - [Faronics Core ConsoleMorcalhost(administrator)\Workstations\Managed Workstations]

File Action ¥iew Help
@ B 2

&
I Faronics Core Console:
El

Actions
& loralhost(admiristrator)
= W Worketations Workstation version (Agent) | MACAddress | IP Address | 05Typs | LastAgentEvent | LastEventTime | Worksta | Managed Warkstations N
W, i Warkatatens ™ clientz installation04.local 3.0.32201637  OD:0C:29:3E:.. 192.168.0.. Window... Service started 11/5/2008 12:2... 7751 o At R
= W Discovered Warkstations W dlient2 installationD4.local 3.0.32201637  OD:0C:29:E:.. 192.168.0.. Window.. Service sarked 11/5/2008 3:29,.. 7751 &9 Group Actions
@ Network Workstations ie 3
LDAP C ti
. G 08P Cooctons ratresh
=
& Tasks Create Subgroup & EsportList..,
2 Reports
& Rep Help @ e
< [ | »
Displays Help For the current selection.

The Loadins displayed in the user guide are not part of the Faronics Core
A installation. Loadins are licensed and installed separately.

The Loadins have to be installed via Core Console. The Loadins are installed on
A the Core Server. Whenever Core Console connects to the Core Server, the version
of the Loadin on the Core Server is updated on the Core Console.

Faronics Core User Guide
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System Requirements

The system requirements for Faronics Core and its components is described in the following
section.

Core Console Requirements

System Requirements
The following system requirements must be met to successfully install Core Console:
« 32-or 64-bit editions of Windows XP SP3, Windows Vista and Windows 7
» 32- or 64-bit editions of Windows Server 2003 and Windows Server 2008

« The console also requires Microsoft .NET 3.5 SP1 and Microsoft MMC 3.0

Core Server Requirements

System Requirements
The following system requirements must be met to successfully install Core Server:
« 32-or 64-bit editions of Windows XP SP3, Windows Vista and Windows 7
» 32- or 64-bit editions of Windows Server 2003 and Windows Server 2008
o Microsoft .NET 3.5 SP1 and Microsoft MMC 3.0

Hardware Requirements

e Minimum
— Pentium 4, 2.8 Ghz or equivalent
— 2GBRAM
— 80 GB available hard disk space

« Recommended
— Dual Core Pentium 2.4 Ghz or equivalent
— 3GBRAM
— 80 GB available hard disk space

Core Database Requirements

System Requirements
«  Microsoft SQL Server 2005 SP2 or
+  Microsoft SQL Server 2008 SP2 (all editions) or

«  Microsoft SQL Server 2005 Express

Faronics Core User Guide
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perfectly acceptable for deployment sizes of 500 machines or less. Deployments of
500 to 1,000 machines can use the Express edition but may experience
performance issues. For deployments over 1,000 computers it is highly
recommended to use the Standard or Enterprise versions of SQL Server.

i Microsoft SQL Server 2005 Express is included with Faronics Core Console and is

Workstation Requirements

System Requirements

The Core Agent can be installed on any computer running the following Microsoft Windows
operating systems:

«  Windows 2000 SP4
* 32- or 64-bit editions of Windows XP SP3, Windows Vista and Windows 7
* 32- or 64-bit editions of Windows Server 2003 and Windows Server 2008

The Core Agent requires that Microsoft Internet Explorer 6 (IE6), or greater, be installed.

Provider is required but is not installed by default. To install this Windows
component, select the WMI Windows Installer Provider component found under
Add or Remove Programs > Add/Remove Windows Components > Management
and Monitoring Tools > Details.

i On Windows Server 2003 and Windows XP 64-bit, the WMI Windows Installer

Faronics Core User Guide
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Installing Faronics Core

This chapter describes the installation process of Faronics Core.

Installation Overview

Installing Faronics Core

Faronics Core User Guide
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Installation Overview

Faronics Core User Guide

Installation and configuration of Core Console involves the following steps:
« Installing Faronics Core prerequisites (see System Requirements)

« Installing Faronics Core (Core Console, Core Database and Core Server)
« Accessing Core Console

If the prerequisites for Faronics Core have not been met, the installer will download and install
them.

When Core Console is run for the first time, the Configuration Wizard is launched automatically.
Refer to the Configuration Wizard section for more information.
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Installing Faronics Core

Faronics Core is installed using the Install Wizard. To install Faronics Core, complete the
following steps:

1. Double-click FaronicsCore.exe file to begin the installation process.

& Faronics Core 3 - InstaliShield Wizard

O

Faronicscore

Welcome to the InstallShield Wizard for
Faronics Core 3

The InstallshieldiR) Wizard will allow yvou ko modify, repair, or
remove Faronics Core 3, To continue, click Mext,

www.faronics.com

[ Mewt= [ Cancel

2. Read and accept the License Agreement. Click Next to continue.

& Faronics Core 3 - InstaliShield Wizard

License Agreement -.1
Please read the following license agreement carefully, Ej

Faronics Core - License

Faronics Corporation
© 1999-2009 All Rights Reserved

Master Software License Agreement

LICEMSE GRAMNT: Faronics hereby grants the Licenzee a limited, non-exclusive license to
install, use, access, display, run, or otherwise interact with ["Use”] the Product on a computer.
In no circumstances shall the Licenzee be permitted to Use the Product on a number of

ramnuters evreedinn the number of Licensad Camniters sab mb shove  Addiinnaln the

()1 do not accept the terms in the license agreement

< Back ” et = ] [ Cancel

3. There are two options to install Faronics Core components:

— Select Install Core Console only to install only the Core Console on the computer. Select this
option if the Core Console and the Core Server are on two different computers.

— Select Install Core Console and Server to install both Core Console and Core Server on the
same computer.

Faronics Core User Guide
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& Faronics Core 3 - InstaliShield Wizard

Installation Type \
Choose to install Core Console (MM Snapin) only or both Core Console and E/

Core Server

(O Install Core Console Only
Select this option if you are planning ko connect this console to an
existing remaote Core Server,

(O Install Core Console and Core Server

Select this option if you are planning ko install the Core Server on
this computer,

4. Specify the install location and click Next. The default is C: | Program Files\Faronics

Core\Console. Select the Add a shortcut to the desktop check box to add a shortcut. Click
Next.

& Faronics Core 3 - InstaliShield Wizard

Destination Folder

)
Click Mext to install to this Folder, or click Change to install to a different Folder., E/

L Install Faronics Core 3 kot

l.j C:iProgram Files\Faronics\Faronics Core 3\Consolel

Add a shorteut to the desktop

<Back [ Meswts | [ Cancel

5. Click Install to start the installation.

Faronics Core User Guide



Installing Faronics Core | 23

& Faronics Core 3 - InstaliShield Wizard

Ready to Install the Program \
The wizard is ready to begin installation, E/

Click Install to begin the installation,

IF you want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

<Back || Instal [ Cancel

6. Click Finish when the installation is completed. Core Console is launched automatically to
complete the installation process.

Accessing Core Console

Core Console can be accessed through Start > Program Files > Faronics > Core Console.

You can also access Core Console via the shortcut on the desktop.

Faronics Core User Guide
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Configuring Faronics Core via the
Configuration Wizard

This chapter explains the Configuration Wizard that allows you to configure Core Console, Core
Server, and Core Database.

Configuration Wizard

Faronics Core User Guide
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Configuration Wizard

The Configuration Wizard allows you to configure Core Console, create or backup Security
Certificates, create the first administrator and configure the Core Database.

Configuration Steps for the Configuration Wizard

1. When Core Console is run for the first time, the following screen is displayed. Click Next to
continue.

Faronics Core Configuration Wizard

Faronicscore www.faronics.com
Configuration Steps Faronics Core Server has now been installed but still requires configuration, az outlined
Chooze Certificate Source in the following steps:

Create Mew Certificate ; 5 : o ; 1 ;
Import Esisting Certificate . The server must be configured with a security certificate. This certificate cantains
Configure Database Connection bath public and private keys which wil be used to encrypt all communication. vou
Configure Admin Accaunt can import an existing certificate or create a new one.

Mew Features in 3.0

ra

A connection to a database server must be established. Faronics Core stores all
workstation information in database tables.

@

An initial Administrator account must be created. Only authorized users can perform
actions uging Faronics Core. Thiz initial Admininistrator account will allow you to
create other user accounts.

Thiz wizard will guide you through the required steps - click "Mext” to continue.

Cancel

2. Create or import a security certificate. For this example, we have selected Generate a new
certificate. Click Next. For more information on the security features of Faronics Core, refer to
the section Faronics Core Security.

Faronics Core Configuration Wizard

Faronicscore www.faronics.com
Configuration Steps " . . . . ”
Choose Certificate Source ‘With Faronics Core Congole the keys contained within security certificates are used to
N T encrypt communication and to enable trust relationships between the different

Import Existing Certificate components. Lean more

Configure D atabaze Connection
Configure Admin Account
Mew Features in 3.0

The Faronics Core Server mnning on this machine haz not yet been configured with a
zecurty certificate.

wiould you like to:

(%) Generate a new certificate

O Import an existing certificate

[ < Previous ] | Mewts |

3. Enter the following fields:

« Name for certificate — enter a name for the certificate.

Faronics Core User Guide
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«  Backup private key for storage or sharing with other servers — select the check box to create
a backup of the Private Key. Click Browse to select the path. This is useful when multiple Core
Servers need to decrypt communication from the same Core Agent.

« Certificate password — enter the password for the certificate.
+  Re-enter password — re-enter the password for the certificate.

» Backup file — Click Browse to select the path for backing up the Public Key. This is useful
when multiple Core Consoles connect to the same Core Server.

Faronics Core Configuration Wizard

O

Faronicscore

www.faronics.com

Create New Certificate

Confiquration Steps Marne for certificate: | Test1234

Choose Certificate Source
Create New Certificate ;
Import Existing Certificate Backup Private Key
Configure D atabaze Connection
Configure Admin Account

Mew Features in 3.0

Backup file: |

Certificate pazsword: | |

Fie-enter pazsword: | |

Export Public Key

Backup file:  |C:\Documents and SettingS\Administr:a-t-ﬁ.rﬁ;s-t.‘i-éé}r: Browse

[ < Previous ] [ Mewt > ]

The certificates are stored in the Windows Certificate Store and can be exported.
A For more information, visit

http://technet.microsoft.com/en-us/library/cc737187%28WS.10%29.aspx

The exported certificate can be imported in step 2. This is useful when multiple
Core Servers connect to one Core Console using the same Public Key.

4. Core Console searches your computer for existing database servers. The following dialog is
displayed. No action is required during this step.

Create Database Connection

Laooking for available database servers

5. The following screen is displayed when existing database servers are found. If SQL Server (or
SQL Server Express) is installed locally, the particular server instance is selected as default.
Select the database server that you wish to use from the drop-down list. Alternatively, you can
enter the name of the database server manually.

Faronics Core User Guide
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Faronics Core Configuration Wizard

Fa I‘OI'I ICSCDFE www.faronics.com

Confiquration Steps D atabase Server Connection

Choose Certificate Source SOL Server Instance: : CORTAMANSOLEXPRESS v i
Create Mew Certificate )
'LTD”IF ERIS“?)Q Ellerlt_lflcatec = [ratabaze login for Faronics Core Service

Canfigure Admin Accaount (*) Use windows Authentication
Mew Features in 3.0

() Use SOL Server Authentication

[
Uze the drop down list to choose the : 2
instance of SGL Server that you wish ! |

to connect to.

“f'ou may alzo enter the desired
instance name manually if it does not

appear in the list.

» Select Use Windows Authentication or Use SQL Server Authentication as required. Check
with your system administrator which authentication to use for the Core Server.

« Ifyou choose Use SQL Server Authentication, enter the User name and the Password for the
SQL Server.

»  When creating the database for the first time, or when logging in under a new account with
Windows Authentication, enter the credentials of the SQL Server Administrator. These
credentials are used to give the current user access to the Core Database. These credentials are
used temporarily and then discarded.

» You can test the connection to the database server by clicking on Test. Click Next.

6. Create a new Administrator. An initial Administrator account must be created. Only
authorized users can perform actions using Faronics Core. This initial Administrator account
will allow you to create other user accounts.

Faronics Core Configuration Wizard

Faronicscore www.faronics.com
Gonfiqaahonsiens Host Mame: : Server Instance Mame: D atabase Mame:

Chooze Certificate Source i , | | i :

Create Mew Certificate T ——
Import Existing Certificate Administrator: | administrator |
Configure D atabase Connection ; _
Configure Admin Account
Mew Features in 3.0

Fie-enter password:! ekl !

E-mail: | administrator@aronics.cor |

The E-mail specified in the Configuration Wizard is not sent to Faronics. It is used
A a search parameter in the Users and Roles dialog. For more information, refer to
Manage Users and Roles.

Faronics Core User Guide
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This screen provides the following options:
— Administrator — Specify the user name.

— Password — Specify a password. Passwords must be 8 to 15 alphanumeric. It must consist
of upper case, lower case and numeric characters.

— Re-enter password — Re-enter the password.
— E-mail — Specify the email address.
7. Click Next to view the new features in this release.

Click Finish to exit the Configuration Wizard.

Faronics Core User Guide
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Configuring Core Console Manually

This chapter explains the Core Console Properties Dialog, its various tabs and configuration
options.

Connecting to a Core Server

Compatibility of Loadin versions on Core Server and Core Console
Core Console Properties Dialog

Console Tab

About Tab

Faronics Core User Guide
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Connecting to a Core Server

Faronics Core User Guide

During installation, you can install only the Core Console by selecting the option Install Core
Console only. Once Core Console is installed, you can connect to multiple Core Servers.

Complete the following steps to connect to a Core Server:

1.

2.

3.

5.

Launch Core Console.
Right-click Core Console in the Console Tree pane.

Select Connect to Server. The Connect to Core Server dialog is displayed.

@ Connect to Core Server

Server Address

Marmne or IP: @ -@ \-r Port: ??53 _3
Uszer Credentialz

Userd: g-édministrator

Pagsword: E“uuuuuu

Save this connection [ Caonnect H Cancel ]

Specify the values for the following fields:

Name or IP — the name of the Core Server or the IP address.

Port — the port through which Core Console connects to the Core Server. The default port is
1234.

Userld — the Userld for the Core Server.

Password — the password for the Core Server.

Select the Save this connection check box to save the credentials.

Click Connect.

Once the connection with the Core Server has been established, it is displayed in the Console Tree
pane.
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Compatibility of Loadin versions on Core Server and Core Console

Once a connection with a Core Server is established, the compatibility between the Loadin version
installed on the Core Server and Core Console is checked.

It is recommended that the Loadins on all Core Servers are upgraded at the same
f j E time.

If the Loadin versions on the Core Console and the Core Server are different, the following dialog
is displayed:

(%) Product Yersion Mismatch

Console Products Server Product:
i Product Werzion Product ersion |
| Power Save 4.0.3220 630 | Powver Save 4.0.3220 63
[rescripticn

The instelled products for the Core Server [localhost: 77531 ar= different from The moducts ingtallec on vaur
Corzole. Clesr the Console product cache and saved Core Server connections then restart the Congsoe
to fis thiz problem.

Complete the following steps to resolve the mismatch:

1. Click Clear Product Cache. The Loadins from the Core Console are cleared. (Click Clear Server
Connections to clear all connections with Core Servers. The Core Server connections are
removed permanently.)

2. Close Core Console.
3. Re-open Core Console.

The Loadins on the Core Server are synced with Core Console.

installed, Core Console will not be able to connect to both Core Servers at the same
time. For Core Console to connect to two Core Servers, the version of the Loadin
on the Core Server must be the same.

i If Core Server 1 and Core Sever 2 have different versions of the same Loadin
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Core Console Properties Dialog

The Core Console Properties dialog provides options to configure Core Console manually. In the
Console Tree pane, right-click Core Console and select Properties.

Some tabs displayed depend on the Loadins installed on your system. Loadins are
A licensed and installed separately.

The Core Console Properties dialog is displayed:

Faronics Core Console Properties FX

Conszole | About

‘welcome Page

Server Connections
Dizplay name of connected user in connection label

[] Dizplay server port number in connection label

Ok ] [ Cancel

The Core Console properties dialog contains various tabs that allow you to configure Core
Console. The tabs are explained in detail in the following sections.

The Remote WOL Web Service requires Internet Information Server (IIS) 7.0 to
A host the web page. IIS 7.0 runs on Microsoft Windows Vista, Microsoft Windows
Server 2008, Windows 7.

The WOL Web Service tab is displayed only if you have installed Core Console on
Microsoft Windows Vista and Microsoft Windows Server 2008.
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Console Tab

The Console tab provides the following configuration options:

Faronics Core Console Properties

; Eonsole“| About

‘welcome Page

Server Connections
Dizplay name of connected user in connection label

[] Dizplay server port number in connection label

Ok ] [ Cancel

«  Welcome Page — Select the Connect to wwuw.faronics.com to check for news and updates
check box to ensure that Core Console connects to the Faronics web site.

« Port Number— displays the port for the Core Server on the Core Server node.

« Logged User — displays the user currently logged in to Core Console.
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About Tab

The About tab displays the version of Core Console installed on your computer. This tab also
displays the Loadins installed.

The Loadins displayed are not part of the Core Console installation. Loadins are
A licensed and installed separately.
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